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Agenda

• What triggers IRB review?

• What should be in an informed consent document for biospecimen 
research?

• What are ways to handle the HIPAA compliance challenges in 
biospecimen research?

• Who “owns” biospecimens?

• What are other risk management concerns to keep your eye on?

Please ask questions as we go! 
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IRB Issues – Need for IRB Approval?

• Regulations (45 C.F.R. 46.102):

– Research:  a systematic investigation…designed to develop or 
contribute to generalizable knowledge.

– Human subject:  a living individual about whom an investigator obtains
– data through intervention or interaction with the individual; or

– Identifiable private information.

– Private information:  includes information which has been provided for 
specific purposes by an individual, and which the individual can
reasonably expect will not be made public (e.g., a medical record).
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IRB Issues – Need for IRB Approval?

• Guidance on “Engagement in Research” from OHRP (1999):  

– It IS research if:

• Intervention with living individuals for research purposes (e.g., blood draws);

• Interaction with living individuals for research purposes (e.g., research 
interviews to learn more about source of specimens);

• Release of identifiable information without explicit written permission of 
subjects; or

• Receipt of identifiable private information for research purposes.

– It is NOT research if:

• Use or release of samples that were previously collected, if the investigator 
cannot ascertain the identity of the subjects;

• Release of identifiable private information with the prior written permission of 
the subjects.
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IRB Issues

• Note distinction for FDA-regulated studies:

– Generally prohibits use of de-identified specimens, except if:

• In-vitro diagnostic device study that meets IDE exemption criteria;

• Uses leftover specimens (i) originally collected for clinical purposes, (ii) 
originally collected for unrelated research, or (iii) from a repository;

• Specimens not individually identifiable to investigator, sponsor or others 
associated with study;

• Individuals caring for patients are different from and do not share information 
with those associated with study; 

• Supplier of specimens (e.g., repository) has policy that prohibits release of 
identifiers; and 

• Protocol is reviewed by an IRB.

– Note:  FDA uses “enforcement discretion” not to require informed 
consent for these studies.
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Informed Consent for Repositories

• Regulations (45 C.F.R. 46.116(a)(1)) require:

– Explanation of the purposes of the research and…a description of the 
procedures;

– Description of any reasonably foreseeable risks.

• OHRP Guidance on “Research Use of Stored Data or Tissues”
(1997) requires clear description of:

– Operation of repository;

– Specific types of research to be conducted;

– Conditions under which data and specimens will be released to 
recipient-investigators; and

– Procedures for protecting privacy of subjects and confidentiality of data.

– If genetic research is anticipated, also include a description of 
consequences of DNA typing.  Impact of GINA?
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Informed Consent for Repositories

• Specific issues:

– Will identifiers be on samples?

– Will samples be labeled with a code, and if so, who will hold the key?

– What types of research might the samples be used for?

• Any research?

• Research about subject’s disease only?

• Genetic research?

– Note:  Most agree that possible genetic research triggers an obligation to provide 
information about possible genetic discrimination.  Is this still an issue after 
passage of the Genetic Information Nondiscrimination Act?

• “Tiered consents” – do they work, and what kind of infrastructure must an 
institution have in place to ensure that subjects’ wishes are respected? 

• Anecdotal comments about sponsors’ infrastructure.
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Informed Consent for Repositories

• Specific issues:

– How long will samples be retained?

– What are subject’s rights upon withdrawal from the research?

• Sample destroyed (or returned)?

• Sample de-identified?

• Washington University v. Catalona – subjects cannot demand return of their 
sample; withdrawal right limited to destruction or de-identification.

– Are there plans to notify subjects of research results?

• Individual results?

• Group results?
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HIPAA Compliance 

• The HIPAA research rules apply when a HIPAA “covered entity”
internally accesses or externally discloses protected health 
information (PHI) of a patient or a patient’s family members, 
household members, or employers.

• PHI includes any information containing HIPAA “identifiers”
including:

– The month and day of dates directly related to an individual, such 
as birth date, admission date, discharge date, dates of service , or 
date of death;

– Biometric identifiers; or

– Any other unique identifying number, characteristic, or code.
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When Are Samples De-identified?

• HIPAA de-identification

– Remove HIPAA identifiers;

– Document that there is a statistically “very small” risk that 
information could be used to identify; or

– Code identifiers (but code cannot be derived from patient 
identifiers) .

• Tissue and blood itself is not protected under HIPAA unless 
correlated with identifiers

– Query:  Does DNA analysis render tissue and blood identifiable?

– Information is not “individually identifiable” unless it identifies the 
individual or there is a reasonable basis to believe the information 
can be used to identify the individual.

– If genetic information is not “individually identifiable,” it is not 
necessary to determine whether the information meets the “safe 
harbor” for de-identification by removing biometrics or other unique 
identifying characteristics.
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DNA databases blocked from the public
By Jason Felch, Los Angeles Times Staff Writer 
August 29, 2008 

The National Institutes of Health quietly blocked public access to 
databases of patient DNA profiles after learning of a study that found the 
genetic information may not be as anonymous as previously believed, The 
Times has learned.

Institute officials took the unusual step Monday and removed two
databases on its public website. The databases contained the genetic 
information of more than 60,000 cooperating patients. Scientists began 
posting the information publicly eight months ago to help further medical 
research. 
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TGen scientists uncover new field of research that could help police in 
crime scene forensics 
Resolving individuals contributing trace amounts of DNA to highly complex 
mixtures using high-density SNP genotyping microarrays 

PHOENIX, Arizona - August 29, 2008 - A team of investigators led by scientists 
at the Translational Genomics Research Institute (TGen) have found a way to 
identify possible suspects at crime scenes using only a small amount of DNA, 
even if it is mixed with hundreds of other genetic fingerprints.
Using genotyping microarrays, the scientists were able to identify an 
individual's DNA from within a mix of DNA samples, even if that individual 
represented less than 0.1 percent of the total mix, or less than one part per 
thousand. They were able to do this even when the mix of DNA included more 
than 200 individual DNA samples. 
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HIPAA Challenge 1

• HIPAA authorization may not seek permission to use PHI in a 
repository for future research.

– HIPAA Privacy Rule requires an authorization to describe each 
purpose of the requested use or disclosure.

– DHHS has concluded that a HIPAA authorization:

• May not seek permission to use or disclose PHI for future unspecified 
research; and

• Must be protocol-specific or seek permission to store PHI only.

• Problems created

– Inconsistent with the Common Rule;

– Cannot combine HIPAA authorization with informed consent to 
store PHI for future research;

– Creates inequity between covered entities and non-covered entities 
that hold repositories.

13

888-580-8373 | www.hcca-info.org

Solution to HIPAA Challenge 

• Potential change in DHHS interpretation:

– Regulatory requirement that an authorization describe “each 
purpose of the requested use or disclosure” is met if the 
authorization describes the type or category of research that may 
be conducted with the PHI stored in the repository (consistent with 
the Common Rule). 
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HIPAA Challenge 2

• Cannot combine authorizations to store PHI in a repository and 
to use PHI for a clinical trial  because HIPAA Privacy Rule:
– Permits combining an authorization with other documents in the 

“same research study”;

– Prohibits combining authorizations where covered entity has 
conditioned the provision of treatment on only one of the 
authorizations;

– Permits conditioning research-related treatment on signing 
authorization to use or disclosure of PHI for “such research.”

• DHHS has concluded that collection of PHI for a clinical trial and 
a repository are separate research activities.
– Therefore cannot condition participation in clinical trial on signing 

authorization to include PHI in repository.

– Authorizations therefore cannot be combined into a “compound 
authorization.”

• Problem created: Confusing!
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Solution to HIPAA Challenge 

• Regulatory change to remove prohibition against combining 
authorizations where covered entity has conditioned the 
provision of treatment on only one of the authorizations—at 
least in the research context.

• Potential change in DHHS interpretation:

– A clinical trial and any related research repository could be treated 
as the “same research”;

– HIPAA would thus permit conditioning participation in clinical trial 
on authorization to disclose PHI in clinical trial and to the repository, 
and would therefore permit combining those authorizations.
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HIPAA Challenge 3

• HIPAA de-identification:

– Remove or code HIPAA identifiers: 

• Includes month and day of dates directly related to an 
individual, such as dates of service and dates of tissue 
collection;

• Code cannot be derived from identifiers (e.g. no initials).

– Document that there is a statistically “very small” risk that 
information could be used to identify a participant.

• Common Rule de-identification: investigator cannot reasonably 
determine identity of participant.
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HIPAA Challenge 3

• Problems created:  

– Researchers often miss tissue collection dates and initials as 
HIPAA identifiers because inconsistent with the Common Rule.

– Dates and initials can be released as a limited data set, but 
requires a data use agreement:

• Data use agreement requires agreement that recipient will not 
use or further disclose the information in a manner that would 
violate HIPAA if done by the covered entity; this means that, if a 
non-covered entity receives the limited data set for its 
repository, the non-covered entity cannot access that limited 
data set without complying the HIPAA Privacy Rule;

• Lack of coordination between IRBs and HIPAA offices 
regarding data use agreements.
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Solution to HIPAA Challenge

• Solution:  Harmonize HIPAA research rules with Common Rule 
and permit release of non-direct identifiers without a data use 
agreement.
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Ownership/Custodianship/Control

• Issues between subject and repository/institution collecting the
sample:

– Samples were “gifts” from the subject, and thus “owned” by the 
institution:

• Moore v. Regents of the University of California

• Washington University v. Catalona – decision based heavily on Missouri gift 
law, raising possibility of state-by-state variation.

– Samples are held by repository/institution as “custodian.”

• NCI Best Practices for Biospecimen Resources
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Ownership/Custodianship/Control

• Issues between subject and repository/institution collecting the
sample:

– Regardless of ownership/custodianship question, issues can often be 
solved by a clear consent form.

• Clear description of repository practices, confidentiality protections and 
potential uses.

• Tiered options, but only if repository has clear mechanism for identifying and 
respecting subject wishes.

• Clear description of subject rights upon withdrawal, but:

– Catalona court mentioned consent form language as one reason for holding that 
the samples were owned by Washington University.

– OHRP issued letter implying that language might be considered “exculpatory.”

– Thoughts:  May be best not to include language about subject “waiving” rights to 
specimens, but instead focus on the facts.  Also, check your state law on 
ownership of biological materials.
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Ownership/Custodianship/Control

• Issues between repository/institution and recipient/investigator:

– Unused portions of specimens – does repository get them back, or can 
investigator keep?

• Consider addressing in Material Transfer Agreement.

• Note:  If this is done, the MTA should also clearly address 
packaging/shipping requirements, to ensure that repository receives usable 
sample.
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Other Risk Management Concerns:
Clinical Concerns in Harvesting Tissue

• Will there be additional risk to patient from harvesting tissue?

• Will there be additional risk to patient from taking a portion of the 
tissue for research?
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Reporting Clinically Significant Findings

• Developing case law favors disclosure if it would prevent injury

– See, e.g., Stanley v. McCarver, 92 P.3d 849 (Ariz. App 2004) (holding 
that radiologist performing x-ray for pre-employment physician owed 
reasonable duty of care to patient); Daly v. United States, 946 F.2d 
1467 (9th Cir. 1991) (recognizing duty to report abnormal results 
obtained during pre-employment physician exam)

– Theory:  Even without a doctor-patient relationship, courts will examine 
whether the defendant undertook a duty to plaintiff, and whether the 
plaintiff reasonably relied on the defendant to provide information

• Informed consent document is a key risk management tool:  make 
sure the subject knows the purpose of the biospecimen 
bank/research, who will receive information from the research, 
whether any data will go into the subject’s medical record, whether 
any finding of clinical significance will be disclosed and if the subject 
will be told about any need for clinical follow-up.
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Conflict of Interest

• Example:  Dr. Trey Sunderland, chief of the Geriatric Psychiatry
Branch at National Institute of Mental Health, shipped spinal fluid 
and plasma taken from 538 subjects for Alzheimer’s research to 
Pfizer and received a reported payment of $285,000.   

– A June 13, 2006 congressional report found this was a “breach of trust”.  
(See BNA Medical Research Law & Policy Report v. 5, #12 June 21,
2006 , 432.)  

– On December 9, 2006, Dr. Sunderland pled guilty to a criminal charge 
of violating federal conflict of interest laws.
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Questions?

Kristen B. Rosati
Coppersmith Gordon Schermer & Brockelman PLC
2800 North Central Avenue, Suite 1000
Phoenix, Arizona 85004
Krosati@cgsblaw.com
602-381-5464

John Mills
Legal Counsel
Mayo Clinic
200 First St. SW, Plummer 7
Rochester, MN 55905
mills.john@mayo.edu
507-284-1664
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