
Health Care Compliance Association
6500 Barrie Road, Suite 250, Minneapolis, MN 55435
888-580-8373 | www.hcca-info.org

Consistency in IRB/Privacy Board Submissions:
Does It Really Matter?

Dawn Diehl, CIP - Sr. IRB Compliance Auditor
University of Louisville

Marian Hughlett, CHC - Deputy Privacy Officer
University of Louisville

888-580-8373 | www.hcca-info.org

Outline

• Introduction 

• Institutional Background

• Historical Perspective

• HSP – HIPAA Comparison

• Identifying Inconsistencies 

• Worksheet - Document Review 

• Break

• Perspectives of Stakeholders

• Review Process

• Contributing Factors/Proposed Solutions

• Consequences of Inconsistencies

• Case Studies

• Questions and Wrap-up

2



888-580-8373 | www.hcca-info.org 3

Introduction

• Housekeeping

• Disclaimer
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Acronyms and Definitions

• Acronyms listed at the end of presentation  

• Definitions 

– Partial Waiver/Alteration of Waiver/Screening

– Informed Consent (IC) vs. Informed Consent Form (ICF) 

– Authorization/Research Authorization

– Contract

– Confidentiality vs. Privacy

– Sponsor 
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Institutional Background

• UL – metropolitan university

– 21,500 students, 6,000 faculty & staff, 3 campuses

– AMC with Medicine, Nursing, Dental programs

– Clinical research sites:

• 42 faculty practice groups [13 UL clinics, others are private practices]

• 5 local hospitals, none of which are owned by UL

– $151M total funding 2007

• $5M clinical trials

• $77M NIH
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Institutional Background

• IRB submissions supported by Human Subjects Protection Program 
(HSPP)

– AAHRPP accredited since 2005

– 2 IRBs Review  ~1450 submissions/year 

• 1100 biomedical (76%)

• 350 SBER (24%)

– 2500 research team members 

• Internal and external

• 500 PIs, 2000 key personnel
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Historical Perspective
2003: Meet our new friend “HIPAA”

• IRB was “tapped” to serve additional (dual) role of Privacy Board

– No formal “roll out” or transition for researchers – documents appeared 
on website for immediate required use with protocol submissions

– Documents prepared by committee comprised of research 
administrators  

• Immediate impact:

– IRB members performing a new function with HIPAA

• Only clinical experience

• No research experience

– IRB lacked HIPAA regulatory expertise
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HSP-HIPAA Comparison
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IRB 
may 
be 
PB

Human Subject 
Protections

HIPAA 
Protections

IC Waiver
IC

RA Waiver
RA

Confidentiality Privacy Broader than 
Research

Greater 
Resources

VPR 
Reporting

Provost/Counsel 
Reporting

Limited to 
Research

Fewer 
Resources

Education -
HSP 

Education –
Privacy and 
Security
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Changes in Focus of IRB Review 

Pre-HIPAA

• Protect subject’s rights

– Common Rule

– FDA

– GCP

Post - HIPAA

• Protect subject’s right 
under Common Rule, 
FDA, GCP

• Protect patient’s right 
under Privacy Rule

• Ensure covered entity 
meets its obligations 
under Privacy Rule and 
Security Rule
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IDENTIFYING 
INCONSISTENCIES
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Common Areas of Inconsistency

1. What data is collected?

2. Who has access to the data?

3. Where is study happening?

4. Identifiable data v. De-identified data

5. Where/how is data stored?

6. How long will data be used/retained?
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Worksheet: Document Review
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Documents That Describe Data Collection  

Type of 
Data 

Collected
Who Has 

Data Access?

Purpose for 
Collecting 

Data Study Sites
Data Security or 

Storage

Time for Data 
Use or 

Retention

Informed 
Consent Form + + + + +/- +/-

Research 
Authorization + + + + + +
HIPAA 
Complete 
Waiver + + + + + +

HIPAA Partial 
Waiver + + + + + +

Protocol + + + +/- +/- +

Contract +/- + +/- + + +
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BREAK TIME
Give us your questions on index cards at this time.
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PERSPECTIVES OF 
STAKEHOLDERS
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PI/Research Team Perspective

• “The other sites are using Sponsor’s HIPAA forms.  Why does our 
site think something is wrong with Sponsor’s templates?”

• “I don’t have a copy of the protocol.  Dr. XYZ just told me to fill out
the regulatory forms and prepare the budget.”

• “But the ____ Office told me this would be okay.”

• “I’m only collecting de-identified data such as initials, medications, 
and dates of surgery.  You can’t identify someone from that 
information.”
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IRB/PB Reviewer (HSPP) Perspective

• “They are only recording de-identified data so why would they need 
a HIPAA form?”

• “The IRB already ensures confidentiality standards are met, so we
don’t need to do anything any differently.”

• “Privacy Rule conflicts with Common Rule.”

• “This doesn’t have anything to do with the human subject 
protections, it is just administrative details.”
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Privacy Office Perspective

• “How can the data be ‘de-identified’ if it contains dates and patient 
initials?”

• “The investigator’s response to Question 5 does not address the 
question.”

• “Did the person submitting this complete waiver actually read the
protocol?”

• “Waivers are covered in the training sessions. Why can’t they 
complete the waiver application correctly?”
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Other Compliance Oversight Areas’ Perspective

• Hospital: “How did this get approved by the Privacy Board?

• Grants & Contracts: “We are required to have HIPAA language in 
our award agreements and contracts.”

• Technology Transfer: “The Privacy Office takes care of that.”
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REVIEW PROCESS
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Review Process 
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CONTRIBUTING FACTORS 
AND PROPOSED SOLUTIONS
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Contributing Factors to Inconsistencies

• Forms

• Knowledge level of research team

• Knowledge level of reviewer

• Process
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Contributing Factors to Inconsistency: 
Forms

Problem

1. Nested questions with 
incomplete responses

2. Complicated questions 
and/or confusing syntax

3. Redundant to ICF

Solution

1. Single item questions, 
checkboxes, multiple 
choice where possible

2. Ask direct questions and 
use simplified syntax

3. Consider using a 
combined ICF/RA 
document

24



888-580-8373 | www.hcca-info.org

BEFORE: Nested questions fostered incomplete respon ses
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AFTER:  Single item questions, checkboxes, multiple  choices 
where possible

1. List the names of all individuals on the research t eam who will be looking at and/or sharing 
PHI:

6. (a)   Please describe the permanent location of P HI stored in paper form.

6. (b)   Please describe the security measures that  you will put in place for stored data.

Will the data be kept in a locked file cabinet?     Yes [ ]  No  [ ]

Will the cabinet be kept in a locked office or stor e room?    Yes [ ]  No  [ ]

Will the area be a locked/limited access area?   Ye s [ ]  No  [ ]
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Contributing Factors to Inconsistency: 
Knowledge of Research Team 

Problem

1. Missing nuance between 
HIPAA in clinic and 
HIPAA in research

2. Missing nuance between 
Common Rule and 
Privacy Rule

Solution

• Better education

– one on one work sessions 
for a specific study 
submission 

– Education sessions at 
coordinators’ meetings

27
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Contributing Factors to Inconsistency: 
Knowledge of Reviewers

Problem

1. Missing nuance between 
HIPAA in clinic and 
HIPAA in research

2. Missing nuance between 
Common Rule and 
Privacy Rule

3. Resist using “Reviewer 
checklist” for HIPAA 
waiver submissions

Solution

1. and  2. Better education

– one on one work sessions 
for a specific study 
submission 

– Education sessions at 
coordinators’ meetings

3. Modify tool design

– Concise format

– Incorporate into electronic 
submission process

28



888-580-8373 | www.hcca-info.org

Contributing Factors to Inconsistency:
Submission/Review Process

Problem

1. Multiple submissions 
required (pre-approval) 

2. Multiple amendments 
required (post-approval)

Solution

1. Pre-submission evaluation

– Add specificity to reviewer 
feedback 

– Provide more pre-submission 
resources

2. Post-submission evaluation

– Encourage dialogue prior to 
submission

– Add specificity to reviewer 
feedback

– Use same reviewer
29
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CONSEQUENCES TO 
INCONSISTENCIES
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Consequences of Inconsistencies:
Subject/Patient

Violation of subject rights

• Harm to individual 

– Identity theft/Medical Identity theft

– Loss of trust for research process

– Loss of trust for institutions

– Loss of trust for researchers
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Consequences of Inconsistencies:
Institution/Researcher

• Loss of data 

• Damaged reputation

– Study Site

– PI

• Regulatory violations

– Fines and penalties (jail time)

– Public relations/trust

– Debarment

– Loss of funding/repayment
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• Breach of contract w/Sponsor

– Loss of funding/repayment

– Cost to defend

– Public relations/trust
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CASE STUDIES
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Resources : http://privacyruleandresearch.nih.gov/
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Acronyms used in this presentation

AAHRPP – Association for the Accreditation of Human Research 
Protection Programs

AMC – Academic Medical Center

BRAAN2 – Electronic IRB Submission Software

CRF – Case Report Forms (or Data Collection Sheets)

HIPAA – Health Insurance Portability and Accountability Act

HSPP – Human Subjects Protection Program

ICF – Informed Consent Form

IRB – Institutional Review Board
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Acronyms used in this presentation (cont’d)

MTA – Material Transfer Agreement

OIC – Office of Industry Contracts

PB – Privacy Board

PHI – Protected Health Information

PI – Principle Investigator

RA – Research Authorization 

SBER – Social, Behavioral, and Educational Research

TPO – Treatment, Payment, and Operations

UL – University of Louisville 

VPR – Vice President for Research
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