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Overview of Privacy Requirements and 
Compliance Issues

�

� Confidential patient information may be used improperly 
or even criminally by an unauthorized recipient

� Market has not self-regulated; thus, increase in state, 
federal and international information privacy laws and 
regulations

� Privacy laws affect pharmaceutical companies and other 
healthcare research organizations involved in 
international clinical trials

� Key Questions:  How is personal information stored, 
transmitted, used and disclosed?

� Some international laws prohibit companies 
located in countries that lack adequate privacy 
protections from importing personal information 
unless additional steps are taken

� International clinical trials subject to the 
jurisdiction of the U.S. Food and Drug 
Administration have increased substantially over 
the past 15 years.

�
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� The FDA issued new regulations on April 28, 
2008, revising the standards for acceptance of 
data from foreign non-Investigational New Drug 
(IND) clinical trials to support domestic 
applications and submissions. ( 21 C.F.R. 
312.120)

� The FDA has become more cautious in relying 
on data collected from foreign studies due to 
the difficulty in verifying the data

�

Overview

� Trials cross borders because:
� High quality trials are conducted in 

other countries

� Potential mitigation of liability
� Availability of an understandable and 

harmonized legal framework

�

Overview



� Movement toward harmonizing standard rules 
for governing clinical trials: International 
Conference on Harmonization ( ICH) of 
Technical Requirements for Regulation of 
Human Use

� Clinical practice guidelines and standards that 
are accepted by the FDA and European 
regulatory authorities

� ICH Harmonized Triparte Guidelines- Guidelines 
for Good Clinical Practice ( GCP)

�

Overview

� GCPs are generally accepted, international best 
practices for conducting clinical trials and device 
studies

� They are defined as an international ethical and 
scientific standard for designing, conducting, 
recording and reporting trials that involve the 
participation of human subjects

� They are NOT statutes or regulations and do not 
have the force of law 
� Compliance with GCPs provide public assurance that 

the rights and safety of participants in human subject 
research are protected and that the data that arises 
from the study is credible

GCP - History

GCPs Defined
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The Core of the Consolidated GCP Guidance 
The thirteen principles of GCP are the key to assuring the acceptance of clinical trial data 

among the nations involved 

The Thirteen Principles of GCP Guidance

1
Clinical trials should be conducted in accordance with the ethical principles that have their origin in the 

Declaration of Helsinki, and that are consistent with GCP and the applicable regulatory requirements

2

Before a trial is initiated, foreseeable risks and inconveniences should be weighed against the anticipated benefit 

for the individual trial subject and society.  A trial should be initiated and continued only if the anticipated benefits 

justify the risks 

3
The rights, safety, and well-being of the trial subjects are the most important considerations and should 

prevail over interests of science and society 

4
The available non clinical and clinical information on an investigational product should be adequate to 

support the proposed clinical trial 

5 Clinical trials should be scientifically sound, and described in a clear, detailed protocol

6
A trial should be conducted in compliance with the protocol that has received prior institutional review 

board (IRB)/independent ethics committee (IEC) approval/favorable opinion

7
The medical care given to, and medical decisions made on behalf of, subjects should always be the 

responsibility of a qualified physician or, when appropriate, of a qualified dentist

GCP – Principles

10

The Core of the Consolidated GCP Guidance 
.The thirteen principles of GCP are the key to assuring the acceptance of clinical trial data 

among the nations involved 

The Thirteen Principles of GCP Guidance

8
Each individual involved in conducting a trial should be qualified by education, training, and experience to 

perform his or her respective tasks 

9 Freely given informed consent should be obtained from every subject prior to clinical trial participation 

10
All clinical trial information should be recorded, handled, and stored in a way that allows its accurate reporting, 

interpretation, and verification 

11
The confidentiality of records that could identify subjects should be protected, respecting the privacy and 

confidentiality rules in accordance with the applicable regulatory requirements

12
Investigational products should be manufactured, handled, and stored in accordance with applicable good 

manufacturing practice (GMP). They should be used in accordance with the approved protocol 

13 Systems with procedures that assure the quality of every aspect of the trial should be implemented

GCP – Principles



� The ICH Guideline for GCP is specific 
about data collection, data handling, 
documentation and retention of records 
(see:  ICH GCP §5.12, 5.15 and 6.10)

� The basic purpose of ICH GCP is to 
promote best practices in clinical trials, not 
necessarily to provide privacy guidelines.

��

� The ICP GCP does contain standards on 
record access and patient subject consent, 
audit procedures, and sponsor access to 
source data (e.g. medical records)

� Under ICH GCP, investigators must provide 
sponsors, monitors, and regulatory agencies 
with direct access to “source date/documents”
for purposes of monitoring, auditing, IRB
review, and regulatory inspections.
(See:  ICH GCP §1.51, 1.52, 5.1.2, 5.15.1 and 6.10)

��



� Within the organization, who is responsible 
for privacy 

� How is the Privacy Program structured?

� How are Policies & Procedures implemented 
and integrated with current compliance 
activities

��

Risk Assessment Steps:

Privacy and Data Protection Global 
Perspective

� Do Departments work together to ensure 
that privacy practices are uniform

� What third parties have access to the    
organization’s information system

� What type of personal information is used 
and disclosed by the organization

� Who receives personal information from 
the organization

��



� What are future plans and proposed 
budgets to improve compliance within the 
organization

� How to optimize change management 
methods to implement a comprehensive 
privacy and security compliance program

��

Data Protection Global Legal Matrix

��

Personal Information Protection 
Act (PIPA)

Japan

Personal Information Protection 
and Electronic Documents ACT 
(PIPEDA)

Canada

EU Data Protection DirectiveEuropean Union

HIPAAUnited States

Variables by Country (Area) and Law:



Variables by Privacy Standards:

� Information Protected
� Entities Covered by Law
� Privacy Official
� Enforcement Authority
� Staff Training Required
� Data Owner
� Data Recipient
� Database Registration
� Etc. (See:  Resource matrix at end of slides)

��

As the Western European countries have 
no considerable cost or patient enrollment 
advantages with respect to the United 
States, over the past decade or so 
pharmaceutical companies have been 
attracted increasingly to the countries of 
Central and Eastern Europe (CEE). The 
advantages to placing clinical trials in this 
area are:

��



� Availability of patients from largely 
treatment naïve populations, due to lack of 
money and limited reimbursement; 

� Large population: CEE has a population of 
over 300 million; Russia and Ukraine have 
an additional 200 million inhabitants; 

� Centralized health care system with large, 
highly specialized hospitals;

� High quality investigational sites for many 
teaching hospitals; 

� Low cost per completed case

�	

The countries beyond the scope of the

EU Clinical Trials Directive follow their own 
individual legal regimes. 

The CEE countries whose legislation and 
administration regarding clinical trials are 
modeled according to the EU Clinical Trial 
Directive are: Estonia, Latvia, Lithuania, 
Poland, Czech Republic, Slovakia, Hungary, 
Romania, Bulgaria, and Slovenia.

�




The CEE countries to which the directive 
does not apply are: Croatia, Bosnia 
Herzegovina, Serbia and Montenegro, 
Macedonia, Albania, Belorussia, Ukraine, 
Moldova, and Russia.

��

Directive 2001/20/EC

� Background and scope 
� Significant innovations 
� Achievements and limitations

��



� Framework required to protect clinical trials 
subjects

� Absence of harmonization among Member 
States

� Lack of legal text on the application of GCP
and GMP

� Unification of information and 
pharmacovigilance

��

Background of the Directive

� All European Union (EU) Member States are 
involved in the EU Directive

� All trials except for non-interventional trials
� Broader definition of clinical trials

� Refers to trials in “human subjects” which includes 
healthy volunteers

� Does not differentiate between commercial and 
non-commercial trials

��

Scope of the Directive



� Database on clinical trials (EudraCT)
� Regulatory overview of clinical trials
� Exchange of information

� Protection of clinical trial subjects
� Benefit from the trial
� Informed consent
� Specific rules concerning minors and 

incapacitated adults
� Data protection measures
� Insurance

��

Significant Innovations of the Directive

� Harmonization of the authorization procedure
� Application review within 60 days
� Parallel submissions to Ethics Committee (EC) and 

Competent Authority (CA)
� “Single opinion” rule for multi-center trials

� Increased responsibilities of the sponsor
� Quality insurance and quality control 
� Notification/submission to regulatory authorities
� IMP/GMP compliance
� Ongoing safety evaluation and adverse event reporting
� Sponsor may delegate aspects of clinical trials (e.g. to CRO) 

whilst retaining overall responsibility

��

Significant Innovations (cont.)



� Achievements
� Free movement of Investigational Medicinal Products 

(IMPs)
� Timeline can be monitored
� Standardization of the documentation
� Generation of a competitive market for clinical trials in 

Europe
� Limitations

� Strengthening the protection of clinical trials subjects
� IMPs only manufactured at licensed manufacturing sites
� Inspections to assess compliance with GMP and GCP
� Establishment of a legal representative for non EU

sponsor
� Lack of centralization 
� Incomplete harmonization

��

Major Achievements and Limitations

All interventional clinical trials are 
covered by the EU Clinical Trials 
Directive and require authorization by 
each member state’s regulatory body. 

Key points of the EU clinical trials 
directive are:

��

Summary of the EU Clinical Trials 
Directives



� Protection of clinical trial subjects: The 
directive pays  special attention to the 
protection of clinical trial subjects and 
informed consent.

� Procedures for ethics committees: The 
directive defines the procedures for ethics 
committees, including a time limit for 
decisions.

�	

Summary of the EU Clinical Trials 
Directives (cont.)

Summary of the EU Clinical Trials 
Directive (con’t)

� Absolute deadlines for the assessment of 
clinical trial applications: Both the regulatory 
body and ethics committee have to approve 
of the clinical trial. 

� Exchange of information between the 
regulatory body, the sponsor and the 
European Agency for the Evaluation of 
Medicinal Products (EMEA): EMEA hosts a 
safety and information database on clinical 
trials, called EudraCT. 

�




Summary of the EU Clinical Trials 
Directive (con’t)

� Standards for Good Clinical Practices 
(GCP) and good manufacturing practices 
(GMP): All manufacturers of investigational 
medicinal products (IMPs), including 
placebos and active comparator products, 
require a manufacturing license. All IMPs
must be manufactured according to GMP. 

��

Summary of the EU Clinical Trials 
Directive (con’t)

� Pharmacovigilance:  Unexpected serious 
adverse events (SAEs), if fatal or life-
threatening, are to be reported within 
seven days of knowledge by sponsor. All 
other suspected SAEs must be reported 
within 15 days of first knowledge by the 
sponsor.  

��



Summary of the EU Clinical Trials 
Directive (con’t)

� The implementation of the EU Clinical 
Trials Directive was not universally 
considered a success according to some 
reports. 

� Costs for clinical trials have increased up 
to 85 percent in certain countries, leading 
to a decrease in clinical trial activities in a 
number of EU member states, in particular 
certain member states belonging to the 
CEE territory.

��

Summary of the EU Clinical Trials 
Directive (con’t)

On the timeline, a number of newly 
admitted EU member states belonging to the 
CEE region have lost their competitive 
advantage of speedy clinical trial approval. 
Thus, it is no surprise that Russia and 
Ukraine, with their substantial populations and 
not falling under the EU regime, are among 
the fastest growing clinical research areas of 
the world.

��



Summary of the EU Clinical Trials 
Directive (con’t)

� Rapid study initiation (typically 10 to 15 
weeks from document submission to 
enrollment of the first patient);

� Academic centers and specialized hospitals 
for all therapeutic areas;

� Western medical technique processes; and
� High enrollment rates and drug naïve 

patients in many therapeutic areas
��

What draws sponsors to those countries 
are:

Key Considerations

� Risk Management
Close risk management is crucial for 
the success of clinical trials in these 
countries  

� Equipment and Training
Equipment is also an important 
consideration along with study-specific 
training

��



Key Considerations

� Standards and Documentation
Sponsors should make sure that they 
have a good knowledge of local 
requirements and timelines to submit 
documents in accordance with the laws 
of the various countries.  

��

Comparison of Clinical Trials in the EU and 
the US

� Regulatory documents submissions
� Protection of clinical trial subjects

� Investigational medical product (IMP) 
issues

��



� Application Submission
� One CA submission per 

Member State (MS)
� 25 countries / 25 

authorizations

� Protocol
� Stand alone submission to CA 

for each protocol

� 60 day review timeframe
� MS can impose shorter 

timeframe per national law

� Application Submission
� One regulatory authority at the 

federal level – the FDA
� Single submissions

Single authorizations

� Protocol
� New protocol submitted as 

amendment to IND of the 
investigational product

� 30 day FDA review timeframe
� No official review timeframe 

for amendments to the IND

EU US

�	

Regulatory Document Submission

� Minimal detail on ICD
� Minors & incapacitated adults

� No incentives or financial 
inducements allowed

� Some countries require 
insurance info to be put into 
ICD

� No provisions outlined for 
emergency consent

� European Commission 
Directive 95/46

� Detailed list of ICD
requirements

� All subjects
� Disclosure of anticipated 

prorated payment, if any, to 
the subject for participation

� No requirement for insurance 
info on ICD

� Provisions for emergency 
consent

� Local sites required to 
incorporate HIPAA regulations 
into consent process

EU US

�


Protection of Clinical Trial Subjects



� Manufacturing and Import
� Must be manufactured to a 

standard “at least 
equivalent” to EU GMP

� Import authorization 
required via application to a 
CA

� Once within EU, shipment 
between MS does not 
require any further import 
authorization

� Manufacturing and Import
� Must satisfy US GMP
� Import of investigational 

product provided to a 
consignee as defined in the 
IND

� Unrestricted shipment 
between US states

EU US

��

Investigational Medicinal Products Issues

� Labeling
� Label samples may be 

required by ECs
� Must be in the official 

language(s) of the MS on 
the outer package, or 
where not outer package, 
on the immediate 
packaging

� Labels require expiration 
date

� Labeling
� Label samples not required 

by IRBs
� Label must bear specific 

language (“Caution: new 
drug limited by…”)

� Labels do not require 
expiration dates

EU US

��

Investigational Medicinal Products Issues 
(cont.)



� Foreign clinical trials to be used as 
support for an IND, new drug approval 
(NDA), or abbreviated new drug approval 
(ANDA) application must be conducted 
pursuant to the oversight of an IEC and 
in compliance with the FDA’s GCP
regulations.

��

New Standards For Foreign Clinical 
Trials

� The revisions to the regulations for foreign, 
non-IND clinical trials require sponsors to (1) 
demonstrate that the studies are conducted 
in accordance with GCP; and (2) permit the 
FDA to validate the data through onsite 
inspection. Compliance with GCP requires, 
among other things, patient informed 
consent, investigator statements, and 
adverse event and periodic reporting to the 
FDA

��

New Standards For Foreign Clinical 
Trials (cont.)



� The GCP regulations also require that the 
study be conducted under the oversight of 
an IEC — “a review panel that is 
responsible for ensuring the protection of 
the rights, safety, and well-being of human 
subjects involved in a clinical investigation 
and is adequately constituted to provide 
assurance of that protection.”

��

New Standards For Foreign Clinical 
Trials (cont.)

� The GCP standards require IEC review 
and approval of the study protocol before 
initiation of a study, continuing IEC review 
of an ongoing study, and IEC approval for 
obtaining and documenting informed 
consent.

��

New Standards For Foreign Clinical 
Trials (cont.)



� The revised regulations describe the 
information that must be provided when 
a clinical trial sponsor submits foreign 
clinical data to the FDA in support of an 
IND, NDA, or ANDA. These data 
submission requirements include a 
description of investigator qualifications, 
research facilities, drug product, study 
protocols, and results.

��

New Standards For Foreign Clinical 
Trials (cont.)

� The FDA also has added a record 
retention requirement, which lasts for two 
years after the agency’s decision on an 
application for marketing approval or, if a 
study is submitted in support of an IND but 
not an application for marketing approval, 
for two years after the submission of the 
IND. The purpose of this record retention 
requirement is to enable FDA onsite 
inspection, if necessary.

��

New Standards For Foreign Clinical 
Trials (cont.)



� The new regulations do not grandfather 
trials in progress. The new requirements 
for the design, conduct, and reporting of 
foreign clinical trials will apply equally to 
studies that result in NDA and ANDA
applications for domestic marketing 
approval.

�	

New Standards For Foreign Clinical 
Trials (cont.)

The Report “The Case for Globalization: 
Ethical and Business Considerations in 
Clinical Research,” was conducted for 
the Washington-based Association of 
Clinical Research Organizations 
(ACRO)

The vast majority of such research 
continues to be conducted in countries 
with well-established infrastructures.

�




Clinical Trials abroad are generally subject 
to the same standards that prevail in the 
developed world, particularly industry-
sponsored trials.

Clinical trials are being conducted more 
frequently in emerging countries in order to 
tap into greater resources of people for 
use as trial subjects and, as a 
consequence, to make lifesaving drugs 
more readily available in these countries.

��

� Increased demand for clinical trial 
subjects combined with lower 
participation rates in developed countries 
has the potential to dramatically slow the 
progress of medical science.

� Globalized trials speed drug 
development.

� Regulatory and cultural norms regarding 
clinical research in emerging countries 
often are more, rather than less, strict 
than in developed regions. 

BNA noted that the “Report” notes that:

��



� Clinical research plays an important role 
in improving the health systems and 
economies of emerging countries.

� The term “emerging market” disguises a 
wide range of experience levels. After 15 
years of experience with clinical trials, 
capabilities of the larger Central 
European countries are considered to be 
very nearly on a par with those in 
Western Europe.

��

The report is available at: 

http://www.acrohealth.org/globalization/
Globalization.pdf

��



The Food and Drug Administration 
announced a partnership August 3, 2009 
with its European counterpart to ensure 
that clinical trials submitted in drug 
marketing applications in the United States 
and Europe are conducted uniformly, 
appropriately, and ethically. 

��

The Good Clinical Practices Initiative is an 
agreement between FDA and the 
European Medicines Agency (EMEA) that 
began September 1, 2009. The program 
focuses on collaborative efforts to inspect 
clinical trial sites and studies, particularly 
on products regulated by the FDA Center 
for Drug Evaluation and Research in the 
United States and by the EMEA for the 
European Union.

��



According to the FDA, BNA reports the 
GCP initiative has several goals:

� To conduct periodic exchanges of 
GCP-related information to streamline 
sharing of GCP inspection planning 
information and communicate timely 
and effectively on inspection 
outcomes.

��

� To conduct collaborative GCP
inspections by sharing information, 
experience, and inspection 
procedures, cooperating in the 
conduct of inspections, and sharing 
best-practice knowledge; and

��



� To share information on interpretation 
of GCP by keeping each regulatory 
agency informed of GCP-related 
legislation, regulatory guidance, and 
related documents and to identify and 
act together to benefit the clinical 
research process.

�	

At the conclusion of the pilot phase, FDA 
said the agency will make a joint 
assessment with EMEA, with the scope 
and process modified, and amended as 
needed. 

More information on the FDA-EMEA
agreement is available at:

http://www.emea.europa.eu/pdfs/general/dire
ct/internationalcoop/EMEA_FDA_GCP_Initiati
ve_2009.pdf.

�




http:// www. privireal.org/

Additional Resource link:

��
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Questions?

�	


